A Proposed Training Programme for APILP (First Draft)



Background

IEEE has completed a survey in May 2014. One of the objectives of the survey is to find out what kind of IT training the young working professionals are looking for. We define young working professional as someone having 1 to 10 years of related work experience. The outcome of this survey has indicated that cybersecurity is deemed as very important for young working professionals.


Training Course

IEEE proposed either one of the two cybersecurity courses:
· Computer Forensics
· Ethical Hacking and Defence


Computer Forensics

Modern forensic computing involves the preservation, identification and analysis of
computer and digital based evidence stored in the form of magnetically encoded
information on various devices and media. Computer or digital evidence is often not
examinable by conventional access methods, so specialised software tools, techniques
and processes must be employed to preserve and recover this evidence. This unit also
introduces students to the tools, techniques and methods needed to recover digital
evidence from a variety of devices.

Learning outcomes:
1. detail current digital forensic issues;
2. advise on digital forensic issues and related policy associated with computer
networks, telecommunications and distributed systems;
3. demonstrate an understanding of the current legal and ethical positions that
relate to digital forensics;
4. demonstrate an understanding of digital forensic procedures and
methodologies;
5. apply digital forensic tools and techniques to recover data from various sources
in a forensically sound manner;
6. analyse and report on data recovered using forensic methods;
7. describe the scientific method and its application to digital forensics

Ethical Hacking and Defence

This unit is an introduction to ethical hacking with a particular focus on internet
enabled services and technologies. Students will develop an understanding of modern
techniques that can be employed to evaluate the security of implemented network
configurations. Based on this understanding students will develop the ability to defend
against network based threats. Ethical hacking is an emerging field which favors the
practical application of skills to penetrate secure systems in order to demonstrate
vulnerability so that steps can be taken to mitigate risk.

Learning outcomes
1. explain the phases in the ethical hacking process;
2. describe the role of physical security as it relates to network security;
3. discuss the use of deception in the ethical hacking process;
4. evaluate different types of network attacks and defensive measures to mitigate
the same;
5. describe the role of automation in network audit and attack scenarios; and
6. explain the role of ethics and the law as they relate to ethical hacking.


Mode of Training

In order to reduce the training cost, IEEE proposed the blended mode of training.
One month online learning, coupled with 2 full days of workshop, for each course.


Training Location
Singapore

Fees
To be determined

Training Date
[bookmark: _GoBack]Tentatively Q1 2015
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